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OPTENET SOLUTIONS

FOR THE ENTERPRISE

INTELLIGENT CONTENT SECURITY
FOR THE ENTERPRISE

A COMPLETE SET OF INTEGRATED, CARRIER-CLASS
SECURITY PRODUCTS DESIGNED TO PROTECT
COMPANIES FROM ALL INTERNET anp EMAIL
THREATS IN A WEB 2.0 WORLD

Who should Optenet Solutions for the Enterprise is a fully integrated set of security services ranging from
antispam, antivirus, antiphising, web filter, peer-to-peer and instant messaging that provide
enterprises with the highest level of security protections while dramatically lowering the TCO
around deploying and managing content security. Available in four preconfigured packages:
Optenet NetSecure™, Optenet WebSecure™, Optenet MailSecure™ and Optenet WebFilter™ provide
enterprises with the right mix of security protections to fit their security needs and their budget.

use Optenet

Security Solutions?

Companies with
distributed organizations.

Enterprises that need
to streamline and
simplify security.

Optenet Solutions for the Enterprise offers full protection against next generation web, mail and
other Internet threats.

Web 2.0 and the proliferation of dynamic content provide new avenues for today’s advanced
hackers to harm or attack precious electronic assets. Using the most advanced and comprehen-
sive set of real time content analysis techniques, along with industry leading malware
signatures, Optenet fully integrated set offers companies the most effective real time protections
against harmful attacks.

Organizations looking

for the highest level of
protection from threats
and inappropriate content.

FULL PROTECTION

At the heart of every Optenet solution is the Carrier Class

CCOTTA™  , Optenet Transparent Traffic Analyzer (CCOTTA™) which pro-
" lr‘; vides real-time processing and coordination of all network

traffic. Whether configured in bridge, proxy or router mode,

[ Web Security } CCOTTA™ works in the background, routing the traffic to the
: i proper security service (antispam, antivirus, web filter, etc.)
[ Email Security ‘ per the defined security policies. By sending only the requi-

] red traffic to the designated security service, CCOTTA™ pro-
vides the basis for Optenet’s unsurpassed, industry-leading

| Application Management performance and scalability.

| Malware Protection

Optenet’s products are developed to work together and
share state-of-the art technology to provide customers the
highest rate of accuracy and dynamic protection for the new
Web 2.0 world. Powerful tools include its built-in Multicontent Inspection and Dynamic Analysis
System (Optenet MIDAS™) and Global Intelligence Acquisition Network for Threats (Optenet
GIANT™) which provides real-time management of known inappropriate content.

|Real Time Reporting Tools

OPTENET’S TECHNOLOGY ADVANTAGE




INTELIGENT, HIGH-PERFORMANCE

CENTRALIZED MONITORING, MANAGEMENT AND REPORTING
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Real-time monitoring

All of Optenet’s enterprise solutions include the fastest real-time monitoring and reporting
system available. The reports — supported by a database incorporated into the solution
without the need for additional licenses — can be customized for the Enterprise needs.
In an instant, the administrator can access data about everything from bandwidth con-
sumption and productivity to Internet resource management by users or user groups.

Central management and distributed operation

Through a single simple-yet-powerful management console, policy management for
multiple locations and multiple machines is effortless. Email administrators can use the
console to define and execute unlimited blocking policies, applicable on a global scale,
independent of the network infrastructure.
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» General » Status

@ @ English |+ _ | Webfilter | " Antispam | " Antivirus | App. Manager | | Reporter |
status | | (7]

Fit Policies
. Wl\hﬂagemeﬂt
Setup. Refreshing in: 100 sec 2008/07/09 22:25:51

Host 1P Address Status CPU Used Mem. Used HD Av. [
0551 192.81.34.25 ® 0.00 49.23% 4.48% 63.49
0851 192.35.34.23 « 0.00 78.08% 0.00% 80.69

Last service information refresh: 2008/07/09 00:00:00 | %/ Refresh

G web Filter

A. Users 235
T. Reguests 123.214
Max. Req/h 12.72!

328
247

0.u 213 Fornocranhy 40% o
Dating 23%
.optenet.com 109 IHa:kars 7% Spmg 3%
.crossheam.com 97 Leisurs 7%

@ Antispam

A. Users 426
T. Spam 123.214
Max. Spam/h 12.725
Min.Spam/h 4.723
Av. Spam/h 7.123

Most blocked spammers

192.168.1.25 1.012
102.168.1.1 943

127.0.0.1 871 Lost om
192.168.3.204 604 ﬁAccasses 97630
192.168.101.2 599 Biocks 24642

Optenet offers four convenient packages that provide customers with the optimal
balance between security protections and price. Customers chose the package they want
with the confidence that as their security needs change, they are a single step away from
adding in additional security protections. The chart below shows the security protections
that come as part of Optenet NetSecure™, Optenet WebSecure™, Optenet MailSecure™
and Optenet WebFilter™.

Optenet Optenet Optenet Optenet
WebFilter™ WebSecure™ MailSecure™ NetSecure™
" Web Filter v v v
8 Antispam v v
= Antivirus v v v
a Antispyware v v v
(%) Malicius Code Detection v v v
Protocol management (IM, Chat, P2P) v v v
Reporting tools v v v v
Real Time Monitoring Tool (RTMT) v v v v
n Optenet Optenet Optenet Optenet
S - WebFilter™ WebSecure™ MailSecure™ NetSecure™
"*_3' % Proxy v v v
= o Bridge (with CCOTTA™) v v v v
2 = ICAP (Web Filter) v v
c Proxy-Mail v v
= Router (with CCOTTA™) v v v v

ABOUT OPTENET

Optenet is a global IT security
company that provides high-perfor-
mance security solutions to service
providers and large enterprises
worldwide. Optenet’s technology
protects 75 million end users
around the globe, including
customers of many of the world’s
leading ISPs and mobile operators,
as well as employees of global
enterprise organizations. The
Company is a socially conscious
organization, committed to
eliminating illegal content on the
Internet, protecting children and
supporting government agencies
and non-profit organizations that
share the same goal.

For futher information please visit:
www.optenet.com

Optenet North American Headquarters
2875 NE 191 Street - Suite 901
Aventura, FL 33180 - USA

Tel.: +1 800 250 9689

Optenet European Headquarters
José Echegaray n° 8 - Edificio 3
Parque empresarial Alvia

28230 Las Rozas - Madrid - Spain
Tel.: +34 902 154 604

Optenet Australia Headquarters

Suite 1504, Tower 1, 520 Oxford Street
Bondi Junction, Sydney, NSW 2022
Australia

Tel.: +61(0)2 9389 5217
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